
Lauren Wood, WDTN: What steps does 23 & Me take to safeguard customer privacy in the event of 

hacking? 
 
If a customer has regrets about submitting their DNA and relinquishing their rights to it, what 

options do they have? I’ve read that they can opt out of their information be used— how does that 

work? 
 
I’ve read about 23 & Me’s efforts to safeguard customer information in the event of criminal 

investigations. To what lengths is the company willing to go to protect that customer? 
 
Does 23 & Me profit from the sale of customer data? If so, how? 
 
If 23 & Me does sell customer data, how does it determine what entities to sell to? 
 
Does 23 & Me have any governance over how that data is used in the event that it is sold to 

another entity? If so, how is that governance exercised? 

Andy Kill, 23&Me: We have implemented a comprehensive security program that utilizes de-

identification - which protects an individual's identity by removing all registration information (name, 

email address, etc.) - to protect the unique set of information associated with our service. Our 

information security program also includes implementing data segmentation across logical database 

systems to prevent re-identifiability (identifying information is stored separately from phenotypic 

(survey responses) and genetic data), multi-layer encryption, and strict access controls. We employ 

robust authentication methods, encryption and restrict access to our systems through policies and 

protocols. We also employ software, hardware, and physical security measures to protect the 

computers where customer data is handled and stored. Personal information and genetic data are 

stored in walled-off segregated computing environments.  

Beyond the private lab we work with to process your sample and deliver your results, your information 

will not be shared with any other entity unless you provide us with written consent to do so.  

 

If you opt in to research (important point, this is opt-in not opt-out, so we're not defaulting you into 

participation), which requires a separate consent and is completely voluntary, your de-identified genetic 

information, stripped of any personally identifiable data, may be used for research purposes. The 

analysis of that information in aggregate form - meaning among many others' de-identified information 

- may be shared with third party researchers to advance knowledge of disease and inform potential 

treatments. For example, summary information may include a statement that "30% of males aged 20-35 

have reported being diagnosed with X disease and have Y variants/mutations in common," without 

providing any data or testing results specific to any individual person.You can find examples of third 

parties we work with on this page: https://www.23andme.com/research/. This includes research 

sponsored by, or on behalf of non-profit foundations, commercial companies, and academic institutions 

as part of research collaborations. Some of these collaborations include remuneration, though many are 

uncompensated.  

All of our research collaborators are required to meet the same rigorous security standards as we hold 

ourselves to, including robust technical and organizational controls. We've implemented a privacy and 
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security diligence and contracting process with research partners that includes periodic audits and 

reports on their security measures through the length of our collaboration.  

All of our research is overseen by an independent third party called an Institutional Review Board, to 

ensure all ethical and legal standards are being met. Our Research program has led to more than 130 

peer-reviewed publications and has uncovered hundreds of new genetic associations for a variety of 

conditions, from cancer, to Parkinson's disease, to depression, and many others.  

We treat law enforcement inquiries with the utmost seriousness. We use all legal measures to challenge 

any and all requests in order to protect our customer's privacy. To date, we have successfully challenged 

these requests and have not released any information to law enforcement. 

If the company were to be sold or ownership transferred in another manner (unlikely hypothetical 

scenario), our Privacy Statement notes the following: "...your information would remain subject to the 

promises made in any pre-existing Privacy Statement." You can find this in section 4-f, here: 

https://www.23andme.com/about/privacy/. 

Lastly, FYI we do not share any information with employers, insurance companies or public genetic 

databases. 

Lauren Wood, WDTN: When you “opt-in” to research, at what point and how is that done? Is that all 

during the online account creation? Is there anything else you have to sign, or is the privacy release 

during that portion of sign up? 

Andy Kill, 23&Me: There's a separate document you must review and sign during the kit registration 

process. So, it's not a part of the privacy agreement or the terms of service, it's different. The document 

and the process for going through the consent is overseen by the independent Institutional Review 

Board I mentioned earlier. If you opt-in you can opt-out at any time in your Account Settings page.  
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